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Kick-starting a Travel Laptop Program on a Budget 
Export Compliance Office, Virginia Commonwealth University 

Quinton Johnson, J.D., ECoP 

• Establish a pilot program for proof of concept 

• Enlist help and garner support from other VCU offices 

• Expand to create an effective/robust risk mitigating 

program 

• Reduce overall export compliance risk associated with 

international travel 

• Accomplish these objectives with no additional funds  

Objectives 

Implementing the Process Background 

The Export Compliance Office (ECO) identified a need to 

better support VCU’s international travelers. With over 

1,200 international trips per year and limited resources, 

ECO had a daunting task ahead.   

 

International travelers often plan to take devices with them 

that may contain propriety or otherwise controlled data or 

software. One strategy to reduce this risk is to provide 

travelers with devices that are cleaned of past data and 

configured with only standard software. VCU used the 

following plan to overcome a lack of funding, and to 

establish positive evidence for a programmatic need. 

Travel Laptop Administration Process 
• Overview of the basic steps in the travel laptop use cycle 

Travel Numbers 
Steps to Implementation 

• Establish Need 
• How many international trips/travelers  

• Institutional export compliance risk profile  

• Cyber security  

• Create or Identify Control Points 
• Travel approval and reimbursement process 

• Travel booking process 

• Gather Resources 
• Surplus devices – ECO used laptops being surplused from IRB 

• Collaborate with IT Services – Central IT reformats drives and distributes devices 

• Implement and Expand  
• Training and awareness  

• Campus email listservs 

• Compliance Committees  

• Get additional funds 
• Higher Education Equipment Trust Fund (HEETF) 

• Central IT budget 

Results 
The Travel Laptop Program was well received by most users in the pilot stages. Some individuals were 

reluctant to use older or different devices, but most travelers appreciated the program.   

 

Identifying and exploiting control points in systems already in place was key to the success of the pilot 

program. ECO inserted hard stops into a Procurement Office travel approval process. Individuals are now 

required to communicate with ECO before traveling.  

 

Piloting a program of this nature with no budget, no additional time, and a lack of necessary technical 

expertise would have been impossible without help. Communicating the cyber security benefits, not just for 

the traveler, but for the entire university network help to get VCU’s IT group involved. 

 

The pilot program provided enough information to justify expansion. ECO formulated a strategy to acquire 

funding using the data gathered from the pilot program. The latest funding came directly from VCU’s Chief 

Information Officer who purchased additional new devices after witnessing the cyber security benefits of 

the program. *Special thanks to Meghan Wright, M.Ed for advice and help with poster design 
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